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System Requirements
Prior to deploying a sensor, be sure to review the requirements below to ensure you meet the minimal
hardware and/or software requirements of a sensor.
Hypervisor: VMware® vSphere 5.1 or above
RAM: 16GB
CPU: 4 cores, 2.4Ghz
Disk: 500 GB

Section-1

VMware vSphere/ESXi Sensor Deployment

There are four (4) steps in the deployment of a MixMode sensor on virtual hardware:
1. Create and configure a virtual switch.
2. Download the MixMode OVA file and import it into a virtual machine.
3. Configure the virtual machine as a MixMode sensor.
4. Test the sensor.

1.

Create and configure a virtual switch.
1.1

Create a virtual switch in your vSphere environment.
The first step in a virtual sensor deployment is to create a new virtual switch in your vSphere
environment. From the vSphere console open the “Configuration Tab” and then click on the “Add
Networking” link in the upper right side of the interface as shown in Figure 1-1.

Figure 1-1: Add Networking
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Next, click on the “Virtual Machine” radio button in the “Connection Types” dialog and then click
“Next” as shown in Figure 1-2.

Figure 1-2: Connection type

2.1

Add a virtual network interface card.
The networking wizard will next ask you to create a virtual switch so the VM can access the network.
Click on the “Create a vSphere standard switch” and then select the virtual network interface card
(vmnic) that you will use to feed network data to your sensor. This is shown in Figure 1-3.
Remember, this must be a dedicated physical NIC in your vSphere environment that is connected to
a SPAN, TAP, or port aggregator.
Once the correct vmnic has been selected, click “Next.”

Figure 1-3: Create Virtual Switch
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In the next dialog window, you are asked to configure your “Port Group Properties.” You need to
enter a “Network Label.” It is important that you enter a unique identifier. In the sample screen
shot shown in Figure 1-4, we have named our port group “DMZ SPAN.” For VLAN ID, select All
(4095). Once you have entered a name and selected the VLAN, click “Next.”

Figure 1-4: Port Group Properties

Review the summary screen to ensure the entries are correct, then click “Finish.”
One final step in configuring the virtual switch is to ensure the vmnic is in promiscuous mode. In
the “Standard Switch” dialog click on “Properties” as shown in Figure 1-5.

Figure 1-5: Standard Switch Properties
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In the “Properties” dialog window click on the “Security” tab and make sure the “Promiscuous
Mode” box is checked as shown in Figure 1-6.

Figure 1-6: Promiscuous Mode

2.

Download the MixMode OVA file and import it into a virtual machine.
2.1

Download the MixMode OVA file.
Follow the BOX link provided by RAVENii to download the OVA.

Figure 2-1: Download OVA

2.2

Import the MixMode OVA file into a VM.
Next, import the OVA into your ESXi environment. On your ESXi server, click on “File | Deploy OVF
Template” as shown in Figure 2-4.

Figure 2-2: Deploy OVF Template
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In the next screen, click on the “Browse” button and traverse to where you saved the OVA file,
select it, and then click “Next”. This is shown if Figure 2-5 below.

Figure 2-3: Deploy OVF from File

In the next window, give your VM sensor a name and then click “Next.” Figure 2-6.

Figure 2-4: Name Sensor
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2.3

Select a datastore for your VM.
Now you need to select what datastore to use. As shown in Figure 2-7, we chose a very large data
storage location. Once you have selected your datastore, click “Next.”

Figure 2-5: Select Datastore

2.4

Select a destination network for your VM.
Next, select the network your sensor will use. As shown below in Figure 2-8, we selected the “DMZ
SPAN” virtual switch network we created in Section-2-1. Select the destination network and click
“Next.”

Figure 2-6: Select Destination Network
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2.5

Deploy for your VM.
You will now be presented with a summary page (Figure 2-9). Review the information to make
sure all your settings are correct. Click the “Power on after deployment” checkbox if you want to
immediately power up your sensor VM.

Figure 2-7: Summary Screen

2.6

Determine your VM’s IP address.
When your new VM is powered on, select it by name in the Inventory tree to determine the IP
address of your sensor. In our case, it is 192.168.0.226 (Figure 2-10).

Figure 2-9: Determine IP Address
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3.

Configure the Network Settings
Open the Console for the VM and login with the root account. The username is root and the initial
password is ‘ch4ng3m3’ (without quotes). You’ll be required to change the password. Pick a strong
password that you’ll be willing to share with the RAVENii team.
Once logged in, edit the configuration file for eth0. Use the vi editor to make the changes:
[root@localhost ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0
Press the “i” key to enable to insert or edit mode. Using the arrow keys, move the cursor to the end of
the line that starts with BOOTPROTO and erase dhcp and replace it with the word static. Be sure to
leave the “s around the word static.
Add additional lines for IPADDR, NETMASK, GATEWAY, DNS1 and DNS2 (if applicable). Set the values to
match your network. See figure 3-1 for an example of the final config file.

Figure 3-1: eth0 Static IP

Once complete, save and exit the editor.
This is accomplished by pressing the following key sequence:
[esc][:][wq][Enter] (Escape key, colon key, w key q key, enter/return key)
Restart networking:
[root@localhost ~]# systemctl restart network
Validate new interface configuration:
[root@localhost ~]# ip a s eth0
The output should look similar to figure 3-2 below:

Figure 3-2: eth0 IP Address/Mask
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Validate Default Route:
[root@localhost ~]# ip r
The output should look similar to figure 3-3 below:

Figure 3-2: Routing Table

Validate DNS settings:
[root@localhost ~]# cat /etc/resolv.conf

The output should look similar to figure 3-3 below:

Figure 3-3: DNS Settings

Verify the internet connectivity:
[root@localhost ~]# ping -c 4 www.google.com

The output should look similar to figure 3-4 below:

Figure 3-4: Successful Ping
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4.

Configure storage locations for file and packet captures.

It is important that you allocate enough disk space on the sensor to store extracted files and full packet
captures (pcaps). The more disk space allocated for these artifacts, the longer, time wise, they will be available.
The system will use 75% of the allocated disk space to store this data.
3.1

The default disk layout for a MixMode virtual sensor is shown below:

Figure 4-1: Default Disk Layout

Notice in Figure 3-1 there are two 100GB disk partitions, /dev/sdb and /dev/sdc (Highlighted in yellow). These
partitions are mounted on the /data mount point. One partition is mounted at /data/export, and the other is
mounted at /data/stenographer. This is shown below in Figure 3-2.

Figure 4-2: Mounted Partitions

NOTE: The default export and stenographer partitions are probably too small for your use. It is highly
recommended that you reconfigure these partitions to be much larger. At a minimum, we recommend these
partitions be at least 1TB in size, preferably 2-5TB depending on the bandwidth of the sensor.
NOTE: Your sensor MUST have a /data mount point and the two partitions MUST be mounted on
/data/export and /data/stenographer, or your sensor will not operate correctly.
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Summary
This document provides detailed instructions on how to deploy a MixMode sensor. It covers the deployment of
a sensor in a virtualized environment, as well as on bare metal hardware.
If you have any problems deploying your sensor, please contact onboarding@ravenii.com.
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